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TO THE HON. ARTHUR J. DIXON 
SPEAKER OF THE LEGISLATIVE ASSEMBLY 
GOVERNMENT OF ALBERTA 


A REPORT TO 
THE ALBERTA LEGISLATURE 
OF THE 
SPECIAL LEGISLATIVE COMMITTEE 
ON 


INVASION OF PRIVACY 


And just as it is illicit to appropriate another's 
goods, or to make an attempt on his bodily integrity 
without his consent, so it is not permissible to 
enter his inner domain against his will, whatever 
is the technique or method used.™ 


Pope Pius XII, April 1958 


Digitized by the Internet Archive 
In 2021 with funding from 
Legislative Assembly of Alberta - Alberta Legislature Library 


https://archive.org/details/ableg_ 33398001449320 0 


The following Resolution was passed by the Legislative 


Assembly of Alberta on May 2, 1969: 


"BE IT RESOLVED that a Special Legislative 
Committee composed of the following Members 
be established to examine and review all 
matters relating to invasion of privacy 
in Alberta: 


Hon. Mr. Reierson 


Messieurs: Simpson (Chairman) 
Ludwig 
Lamothe 
Miller 
Werry 
Switzer 
Copithorne 


and that the Committee report its findings 


and recommendations at the next regular 
Session of the Legislature.” 


Therefore, Mr. Speaker, on behalf of the above Committee, 


I have the honour to submit the following report. 
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A special word of thanks is due the Honourable 
Mr. Reierson, Cabinet Representative on the Committee, 
Mr. Warren Graves, Assistant to the Clerk of the Legis- 
lative Assembly, who acted as secretary, Mrs. G. Wilson, 
stenographer, and Mr. J. M. Constantin, who recorded the 


public hearings. Their services were invaluable. 


The Committee is also indebted to those who 
presented briefs, both written and oral, to those who 
presented themselves at the public hearings, either 
voluntarily or by invitation, and to the many who, from 
many sources, presented supporting material for the 


Committee's consideration. 
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INTRODUCTION 


A great many Canadians are fed up at the way their 
personal privacy is being eroded. They are dismayed at the 
sophistication of the new listening and recording devices-- 
devices which not only assist to perpetrate a crime, but 
become part of a great social evil that engenders fear and 


thus undermines the health and welfare of society. 


The purpose of the Committee in camera and through 
public hearings was threefold: 

LG To gather information as to the development of 
modern ways and means by which Alberta citizens 
find their right of privacy being invaded. 

ee To determine what controls are necessary in order 
to safeguard the rights of the individual. 

Le To awaken the conscience of an apathetic public 
to the dangers of how they might lose their rights 


to individual freedom. 


The Committee met, not as experts on the general 
question of Privacy, but in an endeavour to find out those 
things in our present society which tend to bring to an 


end our right of Privacy. 


A great deal of conflicting and confusing opinion 
and information was presented to the Committee, revealing 


that the concept of privacy is dependent on differing 
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personal interpretations. Under these circumstances, 
legislative action is a very delicate matter as it must 
only occur in areas of recognizable government responsi- 
bility and not in legitimizing one set of opinions rather 


than another. 


However, if this Committee has contributed to a 
growing public awareness of the amount of information being 
gathered about each citizen, and the manner in which this 
information can be manipulated either for good or evil, 


the Committeets work will have been worthwhile. 


If in the field of semantics the actual philosophy 
of Privacy is somewhat difficult to state, the preservation 
of an individual's privacy is much more difficult to 


maintain. 
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OF THE LAW AND MEN 


The Legal Aspect of Invasion of Privacy 


After eighty years of study by the legally minded, 
the social problem orientated, and the ordinary curiously 
minded person, we still do not have a concrete definition 


of what is “the right of individual privacy". 


DY Calpe. eridmat, —Protessor of Law at. the 
University of Alberta, presented the committee with the 
most descriptive brief from the legal standpoint that we were 
privileged to receive. Dr. Fridman, quoting from an article 
written by Dr. Prosser in the 1960 California Law Review, 
outlines four distinct kinds of invasion of an individual's 
privacy: 

1. Intrusion upon a person's seclusion or 


solitude or into his private affairs. 


2. Public disclosure of embarrassing private 


facts about an individual. 


a yw tublicity which «laces an individual. ina 


false light in the public eye. 


4. Appropriation for advantage of a person's 


mame or licence. 


The committee was only interested in the first two 


as it was the consensus that numbers three and four are 
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adequately protected by the laws of slander, libel and 


trespass for profit or gain. 


Dr. Fridman rightly asks, ‘What is to be protected 
and is there some form of liability missing from our present 
law which should give this protection?" He further adds, 

*The courts seem to have been powerless to protect an innocent 
individual 'from the exploitation of his individuality or 


personality!.™ 


If our laws at present cover sufficiently the 
exploitation of people for gain or profit without consent 
or rightful compensation, and the committee was of the opinion 
they do, then we can be concerned only with the area of 
protection from abuse of an individual's right to live his 


private life without intrusion, 


As Dr. Fridman pointed out to the committee, "If 
we develop a tright' to privacy, it should be confined to 
the idea that intrusion into an individual's affairs which 
has the effect of causing him embarrassment by preventing 
him from having a private life, by disclosing facts about 
him which he would rather not have made public (for good 
reason, e.g., a past criminal record), or by giving the 


public a false idea of him, 


Dr. Fridman reminded the committee of Article 12 
of the Declaration of Human Rights of 1948, which states, 


"No one shall be subjected to arbitrary interference with 
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his privacy, family, home or correspondence, nor to attacks 
upon his honour and reputation. Everyone has the right to 
the protection of the law against such interference or 


avoacks. |! 


The committee was very much impressed with Dr. 
Fridman's frankness in pointing out he had no answer at 
this particular moment to the problem involved. The 
committee was also indebted to him for the warning to 
proceed slowly with any possible legislation so that in 
giving protection we will not override the way people 
exercise their normal rights. He rightly pointed out that 


any decision made to change the law or add to it in the 





area of a person's privacy will have a political as well 


~ 


as legal and technical involvement. On the other hand, 
the law concerning this matter will not develop in itself 


and any action for protection of the individual will have 


to be by legislation. 


It was quite evident to the committee from 
Dr. Fridman'ts brief and replies to questions asked, as 
well as from supporting material such as a speech by the 
Honourable John N. Turner, Minister of Justice and Attorney 
General ot Canada, to the Canadian Bar Association, that 
there are some areas where the invasion of a person's 
individual’ privacy “1s"not even considered* an offence, let 


alone a crime. 
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In an interview regarding privacy as outlined in 
a bill to be presented to Parliament, the Honourable Mr. 
Turner emphatically said, "We should start with the pro- 
position that an invasion of privacy of a person without 
the knowledge and without the consent of the person being 


surveyed should be a crime.™ 


There was no question in the minds of the committee 
that the public as a whole were drawn to the sensational 
side of privacy invasion--that of wire tapping. This is 
aided and abetted by the news media in all areas of communi- 
cation and proved by the reams of information released on 
this subject. Yet this is only one way of invading a person's 


privacy, that by means of electronic devices. 


As Mr. Turner has pointed out in his remarks on 
data surveillance, “If the average citizen of Canada knew 
how many reports by credit bureaus, by all sorts of organiza- 
tions, by government itself, had been made, upon himself, 
his character, Nis reputation, his credit rating, his 
background, his history of health, his weaknesses, he 


would be shocked.” 


This becomes the second important area of invasion 
of privacy and while not as glamorous as wire tapping, it 
contains a greater threat because of its wide scope over a 


larger number of citizens. 


The use of truth serums to make a psychological 


attack upon a person's mind to force him to reveal what 
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otherwise would be private information about himself 
should also be classed as dangerous and illegal except 


when used under medical supervision. 


The fourth great area of invasion of privacy is 
in the field of industrial espionage. Albertans and many 
other people in Canada were made aware, possibly for the 
first time, of the presence of this danger, in the secrecy 
surrounding the “Special Train" which moved between Calgary 
and Edmonton this past year. It was a situation that had 
the combination of sufficient excitement and secrecy to 
plot a thriller story. But while sinister in appearance, 
inside the train was a group of business men simply trying 
to protect their right of privacy. No conference room, no 
matter how well guarded by men and electronic devices could 
give the same desired protection. Such action pointed out 
the danger of criminal activity and to what lengths industry 


must go to protect its own right of privacy. 


Certainly the law makers, e.g., the legislators, 
will have to make a decision as to what protection the 
law will give to its citizens in order that the law breakers 


may be controlled. 


In some areas of privacy, the committee was aware 
of the fact that the Minister of Justice, the Honourable 
John Turner, would be presenting a bill to Parliament that 
would deal with wire tapping and the many uses of electronic 


devices. 
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Nevertheless, the committee felt it should know 
the feeling of police authorities in Alberta and the general 
use of such equipment by private investigators and others 
in Alberta. Therefore, both law enforcement authorities 
and private investigators were invited to express their 


views to the committee. 


It did not take long for the committee to realize 
that there was a conflict of opinion as to the philosophy, 
legality and control of devices used in wire tapping and 


surveillance. 


We as a committee felt it would have been to the 
advantage of the police authorities to make known publicly 
their side of the story on wire tapping. While there will 
always be a segment of society that will be suspicious of 
police methods in this area of investigations, by and 
large the general public stands behind authority as it 
seeks to protect society from ruthless plunderers of life 
and material, and security of home, life and nation. 
Certainly the criminal has no qualms about the invasion 
of privacy in regard to individuals or nation, if it will 


bring him monetary gain or power in society. 


However,..at.was not the, desire, of} the.police 
authorities to be heard in public hearings and the committee, 
respecting their wishes, heard them in camera. Without 
revealing the information given to the committee, we can 


affirm their desire, made public on other occasions, to 
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have the right and authority to apprehend criminals by the 
Same means that the criminal uses to defy authority and 
break the laws of the land. To the police, a denial of 
this permission was a handicap in their work of law 


enforcement. 


The interviews with the police authorities brought 
again to the front, the conflict of two interests: 
1. That of the human being as an individual 
and his right to be left alone, 
ane heyhumany beéangeasea catbizensand,the right 
that society be given the necessary means 


tonprotect:atselt, 


While the committee heard the police authorities 
with sympathy, the principle of invasion of an individual's 
privacy was always in the forefront and there was no mis- 
taking the danger of such devices being used by unscrupulous 


persons, even on the side of the law, 


The committee was in agreement that in the area of 
wire tapping and the use of electronic devices, no 
legislation would be recommended until the Parliamentary 
Committee on Justice and Legal Affairs presented its bill 
based on its findings. If it was felt that supplementary 
support was needed by the Provincial Government, this 
committee then recommends a study of the Federal Bill by 


the Department of the Attorney General. 
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With this in mind, the committee considered the 
question of who should have the authority to grant a 
warrant for wire tapping. Here again the committee 
found a conflict of opinion, as to the amount of control 


there should be and who should have this control. 


On the side of the law enforcement officers, we 
faced this fact--that the criminal has no rules on how 
to perpetrate a crime, and as one witness (not a policeman) 
said, “It seems an awful way to put a policeman to work, 
to tie his hands when the rules go the other way.” It 
would be like putting two football teams on the field, 


one with rules and the other without. 


On the other hand, those interested in Civil 
Liberties and the general erosion of man's personal 
freedom argue that there should be the strictest control 
over the use of electronic devices in surveillance and 


this should include the law enforcement officers. 


The legally minded argued whether the power to 
grant warrants for wire tapping should rest with the 
courts, €.g. judge or magistrate, or with someone 
FESPONnSrTDLe polruically*torthe “public, *éigy, ‘the 


Attorney General of the province. 


It appeared to the committee that there should be 


some disinterested evaluation of the need for eavesdropping, 
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and the rights of the citizens must be balanced against 


themstave? 


There was no question in the minds of the committee 
that wire tapping, uncontrolled, poses a serious psycho- 


logical threat to ‘society in general. 


Professor Blakey of Notre Dame University Law 
School has said, “Canada should hold your highest elected 
Ofticer in the province, the Attorney General, responsible 
for authorizing wire taps. There would then be a 'political 
remedy't for abuse not available with non-elected judges 
Gor polices’ Ite s* quite* true to say that if the police 
bashetherpubiic to° have’ confidence in’their work, they, 
the law enforcement agencies, must trust the public, but 
we must also heed the warning of the Minister of Justice, 
thesHonourable Mr:* Turner, when he said, "The police 
should be placed under a burden, so that they do not un- 


necessarily invade the privacy of the individual." 


The importance of authorization was seen by the 
committee to arise when time became a factor in the gathering 
of information which would lead to the apprehension and 
conviction of those breaking the law. While the committee 
received many opinions on this point, it could not arrive, 
as pointed out, at a firm decision; yet such a decision 
will have to be made in the near future if invasion of 
privacy of an individual becomes an offence against any 
law that might become a part of the criminal code or 


provincial regulations. 
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It was the consensus of the majority on the 
committee that authority to grant warrants for wire- 
tapping should be vested in the hands of a magistrate 


by approval of the Attorney General of Alberta. 


It is suggested that, on the order of a magistrate, 
law enforcement agencies should be permitted to undertake 
electronic surveillance at a specified location for a 
specified period of time for a specified purpose and 
the information so gained should be used as an aid to 


investigation, not as evidence acceptable in a Court. 


The argument against such powers being given to 
law enforcement agencies is no less valid for being one 
of social and philosophical implication. It is essential 
that this agrument is not discounted in the face of the 
more pragmatic considerations of a rising crime rate and 
pressure for action. One of the prices to be paid for 
freedom may be that crime may flourish; over-reaction in 
the pursuit of the criminal can easily lead to harrassment 


of the innocent. 


The major public fear is based on the power of law 
enforcement agencies to exercise electronic surveillance 
without the need to seek sanction from an impartial body. 
Random surveillance for the purposes of possible crime 
detection, marks the beginning of a potential reign of 


terror. There is a need for law agencies to be able to 
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combat crime with its own technology, and this need should 
be met when it can be demonstrated that it exists. It is 
essential that a society put its faith in its law enforcement 
agencies, and the maintenance of such a faith depends on 
society's confidence in being protected by the police, not 
that it also needs to be protected from the police. A 

well known and clear cut power given to the police under 
prescribed circumstances should reinforce public confidence 
in the effectiveness of the protection offered. Any loss 

of efficiency incurred due to the time element involved in 
such a procedure should be regarded as the price that must be 
paid for society as a whole to retain its personal and 


individual freedom. 


In deference to the forthcoming Federal Bill on wire 
tapping and eavesdropping in Canada, the Committee gave no 
serious study as to whether evidence gained by the use of 
electronic devices without permission should be admissihle 
in a courtroom. This matter will likely be covered in any 
amendments to the Criminal Code of Canada and whether it will 


need further provincial regulations is not known at this. time, 


The committee was not too surprised that the area of 
wire tapping and private investigation retained the highest 
attraction for the general public. This field again is divided 
into two sections--the private and commercial--and both these 
sections were divided into the areas of investigation and 
security. The security section was straight forward--the 


placing of guards for the protection of materials and property. 
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The witnesses involved represented the oldest 
and largest investigation bureaus in operation in Alberta 
and presented themselves by invitation of the committee 
chairman. While the questioning on the part of the 
committee members was incisive, the witnesses were not 
under oath and could therefore answer as freely or as 


evasively as they wished. 


Listening to the witnesses describe the sophisticated 
equipment now available on the open market and its use in the 


areas of surreptitious surveillance, the committee could find 


no argument with the Honourable John Turner, Minister of 


Justice, when he said, “Once again the scientists have beaten 


the lawyers." Certainly there seems to be no limit to the 


gimmicks available for snooping. 


The questioning of the private investigators revealed 


the following: 


1G Most of the investigational work was done in the 


fields of commerce and industry. It really amounted 
to spying on staff in retail outlets where internal 


losses was the problem, or in wholesale areas where 


inventory checks showed losses of some type. The 


concern of the committee here was in the matter of 


interrogation of employees, which could result in 
confession by intimidation or fear. 

2s Accident Investigations: As to the validity of 
individuals't claims to be injured, when in fact 
they were doing other work or indulging in active 


recreation. 
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are Pre-employment Investigations: Usually on the 
senior employee level and for the purpose of 
confirming data supplied by the prospective 
employee. 

A. Domestic Investigations: There was no question 
in the minds of the committee members that here 
was the battlefield of personal fear and the 
area where physical and mental breakdown could 
be arrived at by harrassment through the use of 
electronic listening devices and the hunting 
down and constant surveillance of individuals 


by the use of illegal equipment. 


This became fear of the unknown. The spectre of 
someone doing far more than just looking over onets shoulder. 
The physical “Peeping Tom™ can easily be handled by the law, 
but the hidden microphone, the scratch on the car tail-light, 
the radar screen picking up signals as they follow you 
unseen--these plus a dozen other items not only invade 


but totally destroy an individual's privacy. 


The committee found some very strange situations 
regarding Private Investigation, electronic equipment 


and the regulations concerning them. 
1. It was not illegal to possess such equipment 
but it was illegal to use AG 


9, Such equipment is readily available on the 


market. 
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Equipment could be used to find and clear a 


bugged room, but not to be used for the purpose 


of getting information. 


Some investigators say they do not have such 
equipment but they constantly hear of those 


who do, 


While some operators profess innocence in the 
use of equipment, they admit to hiring third 
parties to lessen the possibility of the firm 


losing its licence. 


The witnesses in this area complained of too 
many unlicensed cperators, and said they often 
reported these to the Attorney General's Depart- 
ment but that no action was taken. These 
statements were not in accord with witnesses 
from the police and the Attorney General's 
Department and were not credible in view of 
their admission to use of third party operators 
in order not to jeopardize their licence to 


operate. 


The Private Investigators, however, said they 
would welcome SprTeuer control over their 


operations. 
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In summation, the committee was not altogether 
satisfied with testimony presented but it was given 
voluntarily and not under oath, and accepted for what 
it was worth. The philosophy of one Private Investigator 
was summed up in a reply to a committee memberts question 
this way: 

"You never get caught. That is the difference 
between a good investigator and a bad one, isntft it? 

If youtre going to get caught, you might as well not 
be an investigator. Whether you're doing something 


right or wrong, the whole idea is not to get caught.” 


Certainly this area of the Invasion of Privacy 


would bear further investigation. 
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CONCLUSIONS 


Re Electronic Devices for Snooping: 

Most of the equipment is imported; therefore 
there is no control over its manufacture. Where its use, 
however, is proved to be for a purpose other than personal 
use and enjoyment, there should be severe penalties. 
Certainly the possession of some types of equipment should 


be considered an offence. 


The committee is of the opinion that the manu- 
facture, sale and possession of electronic devices, designed 
specifically for the purpose of illicit surveillance be 
prohibited, except under certain provisions to accommodate 
law enforcement agencies, national security agencies, and 
maintenance or use in industries utilizing electronics for 


acceptable industrial purposes. 


This recommendation is offered in the knowledge 
that furtive and clandestine manufacture, sale and possession 
of "bugging" devices will continue despite legislation to the 
contrary. It is essential, however, that measures be taken 
that will prevent the overt availability of such devices in 
order that electronic surveillance does not become a 
recreational pastime. Recognition must be made of the 
fact that the public itself can destroy its own privacy more 


effectively than any institution or organization. 
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24. 


The committee would need more factual material on 


wiretapping to properly assess its place in society today, 


whether legal or illegal. 


Re Private Investigators: 


1. The committee would recommend stricter controls 
over such operators. The statements regarding the number 
of unlicensed operators should be investigated further and 


such operators should be prosecuted. 


9, Where a third party investigator is discovered, 
the licensed operator who hired him should be held responsible 


for his actions. 
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PART #2 
“OF MACHINES AND MEN" 


THE COMPUTER DATA SYSTEM 


25. 
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26. 


Sufficient information on this subject was not 
provided in briefs or oral representations, to allow the 
committee to bring in concrete regulatory recommendations. 
While there is a wealth of material available, it will 
take many hours of indepth study and understanding before 
legislation could be recommended. It would appear that 
a great deal of more study as it pertains to our Canadian 


way of life would be appropriate. 


The various briefs and interviews gave the committee 
a healthy beginning toward an evaluation of this problem 
on realistic terms. However, the committee did not have 
the time nor resources to compile a more detailed report 


of the fantastic world of computers. 


The committee would like to express its appreciation 
to those appearing at the public hearings, as to the 
sincerity and integrity of the computer industry, to use 
its product ina responsible way and for the checks now 
built in their systems. However, as the industry grows 
the possibility of invasion of privacy becomes even a 


greater threat. 


While reaping the great benefits of advancing 
technology, we should be protected from threats to: La bercy 


and privacy. 
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27. 


The material made available to the committee by 
oral or written brief made very clear the fact, as 
Professor Williams of the University of Calgary clearly 
points out in his brief to the committee, "that the 
potential if not the will exists in Alberta today, to 
produce a personal dossier on each citizen which would 
make the dossiers of the Nazi regime look like Boy Scouts' 


records." 


The committee approached this area not only with an 
interest in the development of computer technology but 
with a concern that in the rapid process of this industry, 


its technology would not erode fundamental values. 


The committee asked for general information as to 
the physical operations of computer systems--what safe- 
guards were in operation to ensure the privacy and security 
of information, gathered and stored, and wt there were any 
legislative or governmental action that could or should 


be taken. 


Tt was the opinion of the committee that the industry 
would prefer to do its own police work, that natural com- 
petition to provide the greatest security for clientele 
would bring its own rewards in enlarged business. However, 
the committee did not sense an antagonism on the part of 
computer systems operators to any governmental regulations 


that would ensure the highest levels of controls in order 
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28. 


to protect not only their clients, but the information 
about individuals assembled by their clients, There 
seemed to be sufficient evidence that there was a conflict 


of opinion as to the worth of regulatory legislation. 


The more the committee was confronted with the 
inner workings of the computer system, the louder rang 
the old adage..."If a man invents a lock, then another 


Mane wi Ll wpi ce 1u4.) 


It may well be that the reason the general public 
is apathetic to the dangers involved is because it is 
simply not aware of what's going on. People desire 
“to get away from it all", they want a certain amount 
of solitude, they expect the right to choose those whom 
they desire to take into their confidence and retain a 
sense of intimacy from the rest of the world. They enjoy 
a sense of anonymity which allows them to walk in the world 
unknown, if not unseen, without a fear of surveillance by 
men or machine. Added to these is the fact that no one 
should be forced to tell more about himself than he chooses, 
but along comes the transistorized Sherlock Holmes to 


reveal what is man's right to have hidden unless he consents 


otherwise. 


It was interesting to the committee to find out the 
industry is a young one in Canada and that I.B.M. installed 


its first computer in this nation in 1955. Perhaps this 1s 
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29. 


why the general public is not aware either of its 
potential for good or its danger to freedom. We are 

just beginning to learn the important role that computers 
play in record-keeping application, in commerce, industry 


and government. 


The vocabulary of the computer system is highly 
technical, but the witnesses finally boiled it down to 
these facts, that a computer machine 
(1) contains devices to get information into a machine, 
(2) contains memory devices to store that information, 
(3) contains a process to manage the information, 
(4) contains devices to get information out of the 
machine. 
No wonder Professor Williams says “man does not truly 
appreciate the difference between a filing cabinet anda 


computer.” 


Where, then, lies the danger of the threat to privacy 
in such a system? Certainly not from the machine itself, 
though it is not always free from malfunction. No, the 
danger comes from men. It can come from the motives of 
political executives, the ingenuity of managers, and the 


carelessness of technicians. 


Computers, while perhaps necessary to modern life, 
are still controlled by men and therefore susceptible not 


only to human error, but also human temptation for power 
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and gain. If the wrong person has access to the information 
assembled, humiliation and distress to the individual and 
havoc in industry could well be the result. Computers an 
not commit crimes, but people do. Therefore, on this 

basis alone, it would appear that we need legislation to 


protect our diminishing areas of liberty and freedom. 


The plain truth is, that in the end, preservation 
of privacy rests not with machines, but with men. The 
effectiveness of all protective measures, however sophisticated 
they may become, will still depend upon people--on those who 
decide what information shall be put into a computer and how 


and when to use that information. 


Professor Williams further adds that "the true strength 
of the computer lies not in its ability to store information, 
but in its ability to manipulate data and to communicate and 
correlate it with other data sources.® This is a further 
danger that must be faced and protection given to the current 


rights and dignities of other human beings. 


The committee's interest and questions revolved 
around the type of data gathered, the security of this data 


and who has access to this data. 


Why the concern? Information is power! It isa 
\ valuable property. Professor Williams, in his brief, 


brought out an interesting point that while the "concept 
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of information as a piece of property" is not associated 
with any particular law that would give to it protection, 
just as anyother piece of property is protected, "yeu 
the introduction of utilities: for storing information 
makes this same information a very valuable commodity . 
But at present there are no safeguards apart from the 
integrity of the computer operators to protect this 


valuable property. 


The committee, recognizing this fact, is of the 
opinion that not only must the industry police and audit 
its own operation, but accept regulations if necessary 
from government. As Mr. Williams points out, however, 
this can only be done after a very detaited istudy oficche 
technical problems has been made. The problems, however, 
are more than technical. Ethics and social responsibility 
are involved and therefore the study will require the 
consideration of both scientist and expert) in the Tiel 
of computers and those trained in the field of social 


sciences. 


Despite the protests of the industry that it is 
well able to police itself, there are those who question 
its ability to give full protection. Arthur R. Miller, 
writing in the Atlantic Monthly, expresses his own 


fears—— 
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"First, if all the information gathered about an 
individual is in one place, the payoff for snooping 
is sharply enhanced--thus, although the cost or 
difficulty of gaining access may be great, the 

amount of dirt available once access is gained is 
also great. Second, there is every reason to 

believe that the art of electronic surveillance 

will continue to become more efficient and economical. 
Third, governmental snooping is rarely deterred by 


cost.” 


In listening to the witnesses on computers and their 
operations, the committee became aware that any increase 
in the amount of recorded information is certain to increase 
the risk of errors in reporting and recording and indexing. 
Information distortion also will be caused by machine mal- 
functioning. Moreover, people working at a distance through 


remote terminals can misuse the information. 


Our success or failure in life ultimately may turn 
on what other people decide to put into our files and on 
the programmer's ability or inability to evaluate, process, 
and interrelate information. The great bulk of information 
will be gathered and processed by relatively unskilled and 


unimaginative people who lack discrimination and sensitivity. 
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The committee was in total agreement that Privacy 
is the right of the individual to decide for himself 
how much of his life, his thoughts, emotions, and Pie 


facts that are personal to him he will share with others. 


Dr. Rosenberg emphasizes this truth when he says, 
“People want to determine for themselves in every 
particular situation of life just how much of 
their complex beliefs, attitudes and actions they 
choose to disclose. To the individual this data 
ig¢ more than statistics. “It is the data of judgment, 
a possible last judgment, that can affect their 
schooling, employment possibilities, promotion or 
role in the community. The citizens of *thzs 
country want to have the right to a personal diary 
that is away and free from the government's out- 
stretched hands. They plead the case that if all 
their actions were documented, including their 
mistakes, it would be difficult to close a page 


of onets life and start anew.” 


In our society, we believe in the uniqueness of 
each person, his basic worth as an individual. We have 
committed ourselves in the past to upholding the belief 
that under normal circumstances no one should be permitted 
to pry into an individual's personal life. Since in many 


respects each of us lives behind a mask, we should also 
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possess the right to keep the personality behind the 


mask out of a file repository. 


Professor Charles Reich of the Yale Law School, in 
discussing the secrecy involved in a data bank, emphasized, 
"this is a denial of the constitutional right to 
confront, the constitutional right to face those 
who make statements about you, to question them, 
and to rebut the answer. One does not have to be 
accused of a crime to find himself seriously harmed 
by the disclosed data. The criminal is entitled to 
a trial and a lawyer. The ‘notion of petrification', 
says Reich, exists when a man is accused and as a 
result is labelled bad forever. And in the computer 


system there is no present defense against 4 28 ys Reed 


Dr. Carl Kaysen, author of the Kaysen Report and who, 
on principle, favors a general data bank, in reply to a 


question on security said, 


*~T do not think you can ever produce a system that 


is totally proof against cracking.” 


The committee asked for descriptions of those measures 
which are now being taken to protect the privacy of indivi- 
duals and industry, for the committee was concerned about 


unauthorized access to data files, 


(1) through management or employees, 





A 7 


t bravia “ot Cece nt 




















a 


ft ,Llomio® wel sfze¥ od? Yo ae Babe co 
7 i > 
1 sJ36b .8 aft bavi xe 1398 al 
Po 
fvthy fan yeaju St rene. eit Ye ncaa eae = 


HI oy rrix "7 Lerot ty JE eatin ont oe 

cop of . oy topes ranean sete isi 

: > ’ i4 ion + Ob <yyrt} oe ate ‘oid Judo ae 
; 


hi 
7 | ; 

$96 Tfoaath Skt oF minis te “J unre | 

— 
7 > ey ‘47 {i%9 saT - SIJab taeofoakte " » ie 


is ; my 
1 In io ion? self .=eauwht «a hi 
meweE 6 hiv tein 


e hos beaovos «at meme wade eieixe pow 
7 > 
4 


ny 1 oJ of BRA .1S5¥ee04% bed BebTeedal ek 
7 7 


ie 
— 


ir 
a 







pA F 













" , -S28 “enstoh teeeeqq. of Bt sisdt Weta A ’ 
‘ - | .7 
onw ‘ba yIngeh asevak oft Yo Sonsus (ie eA ine “ai 


ase 
fi 7 shied etal —— a arovet aS% aoa 
“es 
hibee saliasiade by ™ 


ie dev) ouboOTQ avs mee vee doen re bm 


7 ar) 
Tr nh | 


a ai 
»~DALHOSTD taare: ae too ie iM : ey, — 


. a y 7 
apes eae snl ta 
‘chk 
ot piney 
ae 
ab wb: 












eunm Azesl iw 7 Ljiqitoeeb aot b 
-fv¥ibni To youviog ais Teedene oF 5 
i's DON O78GD 2BW aaa87 i <a 
Pee: 

ae ri kame we 


_ 






ane 


(2) through access of coded signals acquired by 
improper means, 
(3) through use of electronic devices and related 


techniques. 


Once again, the committee was faced with the question, | 
should individuals be given the right to see what data is 


on file concerning them? 


Those appearing before the committee named several 
measures already in use and others that were in the process 
of development to prevent unauthorized invasion of privacy 
or disclosure of information stored. However, all of the 
measures mentioned were of a highly technical nature and 
would be beyond the average layman to understand. This 


in itself could add to the fear of the unknown. 


While not in any way belittling the potential of 
good for humanity in the computer system, when one thinks 
of putting everything known about a person in one place, 
computerizing it, and adding to it without limit, a thriving 
electronic blackmailer would have just one electronic safe 
to crack to get a victim's complete dossier, tough as 
that job would be. How quickly a nation could fabi ta 
a dictator. He could sit in his office, punch a few keys, 
and arm himself with all he needed to know to crush any 


citizen who threatened his power. 
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The more files are fed into the central file, 
the greater the hazard; the information will become 


enormously tempting to use as a form of Cconcrol. 


Therefore, along with the bugged olive in the 
martini, the psychological test and the spike microphone, 
data surveillance becomes a greater destroyer than the 
wiretapping of the individual Canadian citizen's right 


to privacy--his right to call his soul his own. 


A major concern of the committee was the enormous 
capacity which computers have for storage of information-- 
personal information on individuals, information on their 
financial status, credit and mortgage commitments, health 
records, employment and educational background. The 
accumulation of such information in a computer system 
certainly represents a threat to an individual's right 
Sreprivacy. IC would appear that the idea of one general 
data bank is not without a possibility and society will 
have to decide whether this is undesirable and should 


therefore be prohibited. 


Everyone in government, in industry and in the 
general public, should be aware of the threat and of the 


need to do something about it. 


The Ontario government has before it a Private 


Members Bill #82 entitled "The Data Surveillance Act™ 
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which, if passed by the legislature, would come into force 
the first of July, 1970. .This Bill regulates and controls 
the dissemination of data from computers that record and 
store personal information relating to identifiable 
individuals. It is designed to safeguard the privacy 

of such persons by preventing indiscriminate access to 
such information. Provision is made for any person whose 
name is programmed into a computer installation to check 
the accuracy of the data recorded and to require the 
expunging of that which is incorrect, unfair or out of 
date. Registration of all such computer installations 

is required and penalties are provided for any operator 

of an installation who contravenes the provisions of the 
Act. 

The most enlightened proposal to be submitted to a 
legislative body comes, not from this country, but from 
Great Britain. This is only a proposed Act int roduced 
in May of this year--it is not law--but it has two aspects 
that are worth noting. First, it is morally right. Second, 
it imposes a very dear price on the data system--albeit a 
justifiable price. Excerpts from the proposed legislation 
follow: 

A register shall be kept by the Registrar of 

Restrictive Trade Practices of all data banks 

operated by or on behalf of any of the following: 

Any agency of central or local government ; 
Any public corporation; 
Any body offering to supply information about 


any person's credit worthiness; 
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The register shall contain the following information: 


Any 


Any 


The 


The 


The 


The 


The 


The 


private detective’ agencty$ 
body which offers for sale information 
stored in such data bank, whether to 


the general public or otherwise. 


name and address of the owner of the 
data bank; 

name and address of the body responsible 
for its operation; 

location of the data bank; 

nature of the data stored or to be 
stored therein; 

purpose for which data is stored therein; 
class of persons authorized to extract 


data therefrom. 


Any body responsible for registering information 


under this section shall be required to inform the 


Registrar of any alterations, additions or deletions 


to the said information within four weeks of such 


alteration taking effect. 


If at any time the Registrar is of the opinion that 


in the circumstances the information given or sought 


to be given might result in the infliction of undue 


hardship 
interest 


entry to 


upon any person or persons oF be not in the 


of 


be 


register. 


the public generally, he may order such 


expunged from or not entered in the 
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39. 


The operator of each data bank covered by this 
section shall maintain a written register in 

which shall be recorded the date of each extraction 
of data therefrom, the identity of the person and 
body requesting the data, the nature of the data 


supplied and the purpose for which it was required. 


Any person about whom information is stored in a 
data bank to which section 2 of this Act applies 
shall receive from the operator, not later than 

two months after his name is first programmed 

into the data bank, a print-out of all the data 
contained therein which relates to him. Thereafter, 
he shall be entitled to demand such a print-out at 
any time upon payment of a fee the amount of which 
shall be determined by the Registrar from time to 
time; and the operator shall supply such print-out 


within three weeks of such demand. 


Every print-out supplied in accordance with this 
section shall be accompanied by a statement giving 
the following information: 
a) The purpose for which the data contained 
in the print-out is to be used, as entered 
on the register referred to in section 1 
or thaesAce; 
b) The purposes for which the said data has 


in fact been used since the last print-out ; 
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c) The names and addresses of all recipients 
of all or part of the said data since 


the last print-out. 


Any person who has received a print-out may, after 
having notified the operator of the data bank of 
his objection, apply to the Registrar for an order 
that any or all of the data contained therein be 
amended or expunged on the ground that it is in- 
correct, unfair or out of date in the light of the 


purposes for which it is stored in the data bank. 


The Registrar may, if he grants an order under the 
foregoing sub-section, issue an ancillary order 
that all or some of the recipients of the said 


data be notified of the terms of the order. 


If the operator of a data bank 

a) fails or refuses Co send a print-out when under 
a duty to do so; or 

b) permits data stored in the data bank to be used 
for purposes other than those stated on the 
register, or 

c) allows access to the said data to persons other 
than those entered on the register as having 
authorized access, or 

d) fails ‘or refuses to comply with a decision of 
the Registrar, he or it shall be liable in 
damages to the person whose personal data is 


involved and, where such acts or omissions are 


40, 
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wilful, shall be liable on summary conviction 


icOm ed scene 


The only reason to use this proposed British 
legislation is because no proposals in this 
country are so far reaching. It should be apparent 
that the intent of the act will be to establish 
equal protection for personal information as is 
held for private property and the privacy of 


the home. 


The best efforts of those in data processing to 
add safeguards voluntarily would not and could 
not give the protection of a law such as this one. 
Ifo protect privacy, one should look to the law. 
\Law, however, should not be the stimulus to 
improve the security of data systems. It is 
“important to differentiate between the terms 


Privacy and Security. 


Mr. J. E. Brent, President of I.B.M. Company, Ltd., 
has suggested the following, which certainly should receive 
consideration by our committee and the Alberta Government. 
The same concern for the rights of citizens should also be 
considered by credit bureaus, banks and financial loan 
institutions. Mr. Brent suggests: 

(1) A citizen should have the right to see his 

own file on request, or to have his file 


printed out for a nominal charge. 
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(2) A citizen should also have the right to alter 
erroneous data or to erase redundant data. 
In this way, we will not have citizens haunted 
by past indiscretions for the remainder of 


their lives. 


(3) A citizen should have the right to know how 
specific information is used and which groups 


of people have requested data on him. 


Mr. Brent points out how the future offers unlimited 
promise for a better life for everyone because of technology, 
but in enjoyment of the fruits we must protect our rights 


to liberty and privacy. 


Mr. Thomas J. Watson, Jr., Chairman of the Board 
of I.B.M., says it will take the co-operation ieee 


concerned--industry, government and the general Publacs 


No manufacturer can make a system proof against 


human corruption. 


Some human being can somehow get at everything 


stored in any system, however ingenious. 


In summing up this part of the report, we submit 


the following observation: 


"That the data processing industry continue.vospe 


aware of the threat its technology poses to humanitarian 
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values and seek a moral ethic that will sustain technology 


as a means to end rather than an end in itself. 


"Tt is acknowledged that there is a rapidly 
developing struggle which will decide whether the machine 
is to become part of man's environment or man is to become 
part of the machine's environment. In the view of many, 
the struggle has already been lost. It was disturbing 
to be confronted by potential data bank operators seeking 
guidance as to the point at which their compilations should 
cease. The data bank seems to have raised the hitherto 
unasked questions--Is a man's name, address, age, occupation, 
etc. his private property, or a matter of publics tecord? 
If so, at what point do personal facts cease to be acceptable 
as public information? If not, does a telephone directory 


constitute an invasion of privacy? 


‘The Orwellian theories of '1984' are only possible 
with an intentionally vindictive administration and a 
sufficiently fearful public. Ina democracy, such a state 
of affairs can be prevented as long as power and information 
are widely dispersed. With the increasing centralization of 
power, the increasing centralization of information, and the 
de-humanization of administrative processes through the 
increasing use of technological hardware, it is possible 
to create inadvertently and by public demand, precisely the 
form of government described by Mr. Orwell. As long as this 


form of government is benevolent and retains the capability 
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44. 


of human contact and dialogue, perhaps fear of such an 
administration is unreasonable. Much depends on whether 
the men or the machinery of government administration are 
the decision makers, and the ability to complain and be 


heard is retained.™ 


The committee concludes this part of its report 
with a word from Dr. Carl Kaysen, who wrote, "A suffocating 
sense of surveillance, represented by instantaneously 
retrievable, derogatory and noncontextual data, Senor 


an atmosphere in which freedom can long Suny ive... 


All of us together must seek the answers--answers 
which will make the force of technology the servant of the 
people, to run his cities, to cure his diseases, to lighten 
his darkness with education, and above all to confirm and 


strengthen him in freedom. 













diypeh 


‘shee 


‘/.2 o2 


7 


oa 
nsarteve, to yrenkdoam: 


itltda add bas 2? 


aru 


| bs freaanqes (ote a sen 


. 69 wnbees7] doidw «ai “sishqeoms 


2 sqettay RO a he 
: wees 


4 


ino JTIOBNOR 


taum rsfteyod au to TTA. 


ofondss ¥ 


4% bulon 190 on JokmiNge ani 


iwoonw .neeysd [nad jG noat re | wage 


toe sono) =t4 ed ew triw 3! 


— 


-sideane ‘ wou his 


a of 
1 ; 


e 
or 


”. benisjen at bts 
; - 7] Pate . 7 


bien Lae 


1 Oe 


a 







_ 
“9 


ae 













A 
ie 


has wa itegorsb ote me 


- - 


a a 
eas 


BOL TIO @2LH aun oF :9igos q 


tokinoube dibw tata 


-mobeedT al meta nodtaae bh oth 





. 7 
a> | 


7 





: orn 


PART #3 
"OF COMMERCE AND MEN" 


THE FLELDeOF CREDIT 
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46. 


OF COMMERCE AND MEN 


The World of Credit Purchasing: 


Unlike the computer data system which is a relatively 
new part of the world of commerce, credit purchasing has 
developed over a great deal of time. Business contracts 
in years gone by were settled on the basis of a handshake, 
then on the recommendation of a friend. This was followed 
by the emergence of the questionnaire, no matter how briet,; 
which asked a few pertinent questions as to an individual'ts 


past work record and present worth. 


There is no question as to the importance of a 
good credit rating in society today. The credit card has 
an equal status with the Social Insurance number, birth and 
marriage certificates, and the insurance policy. In the 
process of daily living, its value is greater than these 
others combined. It is rather ironic that many times 
merchandise is made available more quickly to an individual 
with a credit card than to someone who has paid cash all 
yg ee Ae a ip 

The witnesses appearing before the committee made 
Toedutte, Clear they operated from the premise that credit 
was a privilege and not a right; that there is no burden 
on the part of the merchant to supply goods to anyone 


without being sure he will be paid for the same. 
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47. 


While this philosophy of “credit rights" might 
apply to many hundreds of small store keepers and business 
entrepreneurs, the idea that granting credit stems froma 
generous nature on the part of the business world is not 


true to the facts found in the commercial jungle of today. 


The committee, when faced with the question, is 
credit a privilege or a commodity, with few differences 
reached the conclusion that the high cost of credit 
purchasing removed it from the field of privilege to the 
area of a commodity that one paid for oftentimes quite 


dearly. 


There is no question that life is made more 
comfortable because of credit purchasing power. How 
many people could buy their homes if it was necessary to 
save the money needed first? How many could furnish their 
homes completely, purchase their cars for transportation, 
or face sudden financial burdens apart from the benefits 
of credit? Certainly credit purchasing has made many more 


of lifets amenities available to a greater number of people. 


While the committee does not question the integrity 


of the credit system asa whole, it was well aware of the 
fact that the profits received through the “paper work™ 
of credit transactions sometimes was greater than the 


profit received on the article sold. 


The committee, through witnesses questioned and 


briefs presented, found that in general a credit bureau does 
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not grant or refuse credit, does not employ private 
investigators to probe into an individual's background 
and habits, does not keep secret files on an individual 
nor keep files secret from the person concerned, nor do 
they provide credit reports to everyone who seeks them. 
The last point, however, is irrelevant because the 
information they have is a "commodity" they sell to their 
customers who, through a membership fee, pay for the 


information they desire. 


In the matter of operation, however, the methods 
used to gather file content, and the availability of ‘this 
file to the individual concerned differs with each Credit 


Bureau. 


All the witnesses did make clear by their 
answers that there was no discrimination or even reference 
to race, religion or political affiliation. Most main- 


tained that files do not contain gossip or hearsay material. 


It was quite evident, however, that some credit 
reporting agencies were not adverse to playing the game 
apart from the general rules and made enquiries from neigh- 
bours, former neighbours, club and other organization members, 
as to the personal habits of individuals. It is the opinion 
of some members of this committee that such methods are 
neither necessary nor right and are a definite invasion 


of an individual's right to be tlet alone". 
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A further area of concern to the committee was 
in the area of information retention, As in the computer 
data system, any violation or malfunction as to the dis- 
semination of file content would be with the individual 
and not the system. In the case of credit files, this 
would be much easier than with the computer--you simply 
lift a card and dispense the information. Management of 
Credit Bureaus may object to having to report to an 
individual the fact that someone has asked for information 
contained in his file, but with the increase in staff, and 
the number of files involved, it would seem an impossible 
task for human error not to be involved or deliberate evasion 
of whatever rigid standards may be set by the company not 
Goebe sproken. 

With Credit Bureaus, finance loan companies and 
banks, the filing cabinet system apart from the expected 
integrity of their employees offers no protection from the 
gossiping employee or the weak-willed who, for a favour of 
some kind, could quite easily pass on the information 
contained in any file; information which has been 
assembled with or without the knowledge of the individual 
and which could be of embarrassment to the individual if 
it fell into the wrong hands. 

Despite the assurances that a credit file was open 
to an individual, the committee was not convinced that this 


was done willingly nor without some reservation, For instance: 
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Question: If an individual requests to see his file, do 


you place it before him? 


Answer: No, we would ask him what he would expect to 


SC Cmte suai lers 


Question: You are then endeavouring, in fact, to add to 


the information already contained in his file? 


Answer: Yes, that is correct. 


The witnesses who appeared before the committee on 


behalf of Credit Bureaus, stressed the high degree of accuracy 


for which they strive and which they usually-achieves. «We 


believe they were sincere in their opinions and that. generally 


speaking their work was of a high quality. However, there 
remained the fact that because of the great volume of data 
being processed through these agencies, that the individual's 
rights received very little consideration as far as his file 
information was concerned. How much irrelevant information 
is received and filed would very seldom be checked unless an 
individual demanded his file be opened to him because he had 
been refused credit for some transaction. Very few people 


have the courage to make such a demand. 


The committee was not made aware of any part of the 
industry that could be classed as irresponsible or fly-by- 
night operations. Fach Bureau seemed to have its educational 


program for employees in order to maintain a high standard 
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of integrity. If the public is suspicious of Credit Bureau 
operations, and it is, it is usually based on the fact that 
individuals consider their credit dealings very personal, 
even among members of the same family, and oftentimes will 
never question the file content of credit transactions 

even when refused credit, in order to maintain the secrecy 


of their credit request. 


It is the opinion of the committee that every effort 
should be made by the industry to welcome inquiries, to 
inform the public of its operations, and to act as inter- 


mediary between an individual and a credit granter. 


The credit industry, and that is exactly what it is, 
dealing in what we have referred to as a commodity that must 
be paid for, is here to stay. It plays a tremendously 
important role in our modern society, and will continue 
to play even a larger part as we come closer to the era of 
a ttcashless" commercial world. With the ever increasing 
commercial enticements of a "no down payment and «finest 
payment after three months”, the ubiquitous question, “is 
this a charge?" without a suggestion that the customer might 
pay cash, or the almost absolute refusal to accept cash in 
some transactions, places a tremendous burden on the credit 
industry for increased action in the areas of publicity and 
education. It is no longer an adult world, as teen-agers 
are invited to share in the fantastic world of consumer 


credit purchasing. 
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It is not the desire of this committee to recommend 
legislation that would in any way hamper the activities of 
the credit bureaus nor add to the inflationary cost of goods 
by additional charges to credit granters by credit bureaus. 
But we do suggest that government should add this industry 
to any “consumers affairs branch" which might be set up, 
federally or provincially, in order that the widest pro- 
tection may be given to the individual. Such a branch might 
well act as a court of appeal, if an individual feels his 
individual rights have been tampered with, through the dis- 


semination of wrong information supplied by a credit bureau. 


The committee feels that credit bureaus should take 
another look at the matter of time limitations on reports and 
records. While we appreciate the recent consideration given 
in this area, we would suggest a further reduction in the length 


of time that an individual's record be held against him. 


The committee found considerable resentment on tne 
part of individuals who received credit cards through the 
mail, not having applied for or requested them in any way 
whatsoever. They felt this was an invasion of their privacy. 
While lists of names are available from many sources, it 
seems hardly logical that commercial outlets would dispense 
credit cards without some check, however minor, on the credit 
ratings of individuals; therefore it would seem that retail 


credit would be involved somewhere in such a program. 
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Perhaps individuals who receive credit cards in 
this manner should feel complimented rather than grieved. 
It would appear they are considered to have a good credit 
rating. If they do not wish to use the card, they may 
destroy it or return it to the company. Where such a 
card was stolen from the mail and used illegally, the 
real recipient could not be held responsible as he had 
neither requested nor signed for the card sent out in 


his name. 


In the field of credit purchasing, we have one 
of the greatest allies of inflation. There was no question 
in the minds of the committee that increased sales due to 
soft and easy credit has and is contributing to this great 
problem facing Canada today. While outside the guidelines 
of our study, the committee would recommend that serious 
consideration be given to any controls suggested by 
Covernment or the credit industry itself, in the nation's 


fight against this evil. 
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RECOMMENDATIONS 


Retail credit bureaus should provide to any indi- 
vidual upon request a reasonable opportunity to correct 


information which bears adversely upon his credit rating. 


Incorrect information should not be retained but 
destroyed in the presence of the individual after the error 
has been verified. It is the opinion of the committee that 
a new file should be prepared. A pencil mark alone through 
any offensive material does not erase the possibility of 


its being used again. 


There should be some neutral place of appeal apart 
from the industry itself when individuals have not been able 
to change what they believe is incorrect information in their 
files, or if this information is passed on without their 
consent and results in damage to themselves or to their 
families. Perhaps this could well be done through the 


Consumers Affairs Branch. 


The committee recommends a regular system of file 
destruction and believes that where no complaints have been 
received for a period of four years, an individual's file 


should be given a clean SLACE. 


Unless credit bureaus wish to be forced by legislation 
to do so, the committee recommends that where an individual 
requests a report as to who has received information from his 


file, they should make such a report voluntarily. Despite 
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their protests of possible costs in producing such a report, 
the number, by their own calculation, would be so few that 


the cost factor would be negligible. 


The committee recommends that: 
The Credit Industry acknowledge obligations to 
the consuming public by - 
(a) publicizing its function and methods of operation, 
(b) maintaining an open door policy to the consumer, 
and 
(c) undertaking guidance and counselling to those 


in difficulties in our credit oriented society. 


The poor public image of the Credit Industry is due 
to the lack of public relations programs by that industry and 
government should urge the above recommendations rather than 
undertake direct intervention. Public misapprehension re- 
garding the 'cloak and dagger' and believed punitive powers 
of the industry are based on interpretation rather than 
actuality and, until recently, the industry has taken no 
steps to dispel such illusions. It should be urged that the 
Credit Industry is a vital part of our economy and the industry 
itself should feel obligated to maintain a continuing and 
helpful dialogue with the consuming public over and above 
the services it provides to its clients. The suggestion 
that every citizen automatically receive a copy of personal 
credit reports is impractical and the cost exorbitant. 


However, it should be made abundantly clear that every 
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citizen has a right of access to such reports and may 
challenge the authenticity of their contents. While 

it is acknowledged that the industry has the right to 
record facts relevant to the service it provides, it a 
also acknowledged that the consumer has the right to 
examine and challenge such facts. Approved handling 
fees for the provision of such a service would not be 
objectionable in the interests of economic operation and 
public acceptability; a Credit Appeal Board may also be 


necessary to provide arbitration opportunities. 


Finally, in the matter of Invasion Sterrivacy. 
there seems to be a wide open door for abuse of this 
nature.in the area, of, retail, credit, Information is sold 
and disseminated without the knowledge and consent of the 
individual concerned. The committee was not, satistied 
that in the areas of confidentiality of information 
obtained and released, that there was a sufficient pro- 
tection given to the individual. We would suggest this 
as a useful exercise of research for a team from the 
Faculty of Law of the University of Alberta. It might 
well include Collection Agencies and their abuse of the 


rights of individuals in their operations. 
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CONCLUSION 


Invasion of an individual's privacy is not something 
that will happen in the year 2000. It is happening today. 
By the year 2000 or less, there will be no privacy Lert 


to invade. 


Through the challenge of technology to provide a 
better world in which to live, mankind has opened the dikes 
to a tide of circumstances that will leave him, body, soul 


and spirit, naked before the world in which he lives. 


With privacy increasingly menaced by the arrival 
of advanced electronics, microcircuits, infra-red Crim: 
computers, radio and television, credit bureaus, bank and 
loan finance files, it would not seem unreasonable to 
expect Parliament and individual Provincial Assemblies 
to provide legislation by which the right of an individual 
would be established to take legal action against any 
unreasonable infringement of his privacy. We owe not 
only to ourselves, but to our children's children, the 


protection against disregard for privacy. 


The attack begins early in life. Many of the 
psychological tests, for instance, which begin in 
elementary schools and continue through high school days, 
strip our children of their rights to keep their personal 
lives their very own. Questionnaires pertaining to personal 


habits in the areas of so-called Family Life and Sex Education 
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go far beyond the bounds of any information that could 

help the young person's preparation for the jungle of 

every day living. This committee contends such question- 
naires and tests should not be given without the consent 

of pupil and parent, and certainly not without approval 

of the school principal. If we by regulations can remove 
the quiet moment of meditation that ordinarily enhances 
life, then by regulations, if necessary, we can also 

remove those attacks on a person's freedom and individuality 


which can dehumanize him. 


We do not question the benefits of the tech- 
nological age in which we live. We believe the Sabbath 
and its blessings were made for man, so we believe that 
the ultimate submission of this technological age must 


be to man. 


The right to preserve privacy as. @ right worth 
fighting for. The work of this committee only scratched 
the surface of the problem. We strongly recommend that 
because man himself seems incapable or insufficient to 
battle the strangling and suffocating enemies of life 
that would destroy his individual rights and freedoms, 
that government itself should consider such action as 


necessary to protect the rights of its citizens. 


Government should maintain the right of the 
individual to be heard when the actions of others are 


offensive to his or her concepts of personal privacy. 
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If government refuses to define a concept of privacy, 


then government must not turn its back on those who are 


deeply concerned and feel that they have a real grievance. 


The right to complain and be heard must 
the maintenance of a democracy, and the 
is more suited to that of arbiter than, 
protagonist. Refusal to define in this 
taken as a demonstration of. willingness 


grievances on their individual merits, 


be supported in 
role of government 
by over-involvement , 
area should be 


to consider all 


The committee would further challenge all 


industries concerned to put reforms into action before 


there is strong pressure for the government to step in 


with controls. 
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